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The Rosetta Network Operating System is the infrastructure that permits both the mediated handling of files across a network, and the distributed serving of files from client systems. NetGate is a client application replacing web browsers, video conferencing software, and media players etc, being a 'Rosetta Aware' client application.





Rosetta functions wherever it can, the system defaulting to the treatment of files as 'passive', and NetGate defaulting to act as a simple browser, whenever standard, passive files are presented to it. To become Rosetta Aware, one part of a network connection, from source to destination, must be running a Rosetta Engine. This is a small program that mediates the handling of all Rosetta Aware files/packets that arrive at and are despatched from it.





The Rosetta Engine is produced in the following forms:





server.eng		A server engine.


client.eng		A client engine (say for a PC or Mac).


rosetta applet.		An applet that permits limited Rosetta Awareness, whilst being fully sandboxed.





The server and client engines each require an encrypted permissions file to operate. To set up and maintain both the functionality of the Rosetta engine, and the permissions file, a Rosetta development package must be installed. A simple domestic implementation on a home PC would simply ask the user to check boxes permitting or denying certain behaviours (with default to block). A server implementation would offer ISPs the chance to offer specific services at specific prices, and to set data transfer limits.





The Rosetta engine acts as a firewall, a data and file manipulator, and an interpreter, permitting individual users, locally and at a distance, to control the movement and manipulation of data within permitted bounds. It also mediates all Rosetta Aware files, running server-side software, and acting upon data as requested by individual users or by files. Thus all files that are Rosetta Aware can interact with any server or client they encounter, at any point in their transfer from any two points on a network, subject to permissions and boundaries.





Under Rosetta, text, files, and datastreams can ask to be published, pushed, shared, and FTP'd. Streams (say a two-way videoconferencing session) can be opened, and any server or client can act as an anonymous proxy server. Files become active, containing both data and instructions, allowing any Rosetta Aware server or client they encounter to operate upon them, subject to permissions.





Rosetta instructions may be encrypted, an initial exchange or longstanding PGP-style arrangement permitting only the user's ISP's Rosetta Aware server to understand them. By default they appear as junk remarks.





Under Rosetta, any file may be sent encrypted, or may be sent as 'view only', permitting the file to be viewed in NetGate, or using the Rosetta applet (or a Rosetta engine as a sandboxed Java application), but not saved or copied. File access can be gated, the password being encrypted, and readable only by NetGate or the Rosetta applet.





NetGate permits the user to send and receive data actively as a file, text, or a stream using Rosetta, or passively (acting as a browser). Rosetta 'Templates' are pre-configured methods of sending and/or receiving data. They appear as buttons on the NetGear GUI, and operate like browser plug-ins. Click on the Rosetta Template for video conferencing, and NetGate negotiates the streaming of AV data from your webcam and mic to a distant user's screen (either their copy of NetGate or their Rosetta applet) and sound card, and from the distant user's webcam and mic to your client software and devices.





The Rosetta Template has sandboxed functionality, whilst a full implementation of Rosetta may be permitted direct access to software and hardware, subject to the programming of the permissions file (by default, sandboxed).





To protect against abuse, all Rosetta engines have tolerances for data traffic and abusive behaviour. Once abusive behaviour is detected (say a DDoS attack), a connection is cut/refused.





Using the set-up routine of NetGate or the Rosetta engine, a secured version of the software may be spawned. This version may only allow certain behaviours, such as connection to certain websites, or a filter operated internally, or via a third party. Spawned clients may also be branded.





NetGate includes a command line interface capable of directly initiating actions by itself, or by a distant Rosetta Aware client or server. Typing a command into the 'Action' window, typing in or choosing from a drop-down menu, a Rosetta Aware server or file to pass that command to, and hitting the Go button, causes the command to be sent either directly to the Rosetta engine on a server, or to a Rosetta Aware file being run by a Rosetta engine.





The Rosetta engine, as a part of its mediation of Rosetta Aware files (and data streams), incorporates a file and data handling interpreter capable of running scripts and programs contained within files, or received from the command line. This effectively turns any ASCII-based file into an active program, subject to the pre-stated boundaries of a permissions file.





As an example, a file may be written that requires itself to be passed to 20 different Rosetta Aware users' client software at 6pm, pushing a dialogue box to them with a question in it, and returning an e-mail message to a third party at 6.30pm reporting all of the answers. Rosetta makes all data active, and all data files, virtual applications.





Files use a simple language called Rosetta BASIC. Rosetta BASIC (non-OOP) can create server-side local and server-wide variables (using permissions and requests), create and alter files, generate files for serving dynamically, create, maintain, and search databases, handle encrypted requests, and serve dialogue boxes, or handle data streams. Rosetta BASIC interacts with the Rosetta GX Graphics Engine (primarily used for online gaming and interactive AV). Rosetta BASIC commands can originate either from a local or distant command line, or in a local or distant file, and can be directed to any Rosetta Aware application (subject to permissions). Rosetta BASIC can interact with client- and server-side applications, data, and hardware. Code can operate from a distance, or be passed to a local Rosetta engine (without becoming readable to the user, if permission is not given), to operate locally. The Rosetta engine can give specific code a 'highest' job priority, for maximum operational speed (permitting two clients to play an online game running on local Rosetta engines, each working through code held on either of the local client machines, or on a third party client or server). Code can also be tagged as 'streaming', 'public', 'read only', and 'sandboxed'.





The gaming engine is designed to operate locally, and link to other users with minimal delays through third-party servers, and dedicated protocols. It incorporates a proprietary gaming design language, GCL, which is object-oriented. A visual RAD for gaming development would be sold, games produced with it being the property of the individual software authors, without further licensing requirements. Libraries of code would assist in the production of online games. Individual drivers may be produced to improve graphics under specific video cards, or with DirectX gaming code.





When uploaded, a file is parsed by the Rosetta engine to see if it is a Rosetta capable file (active) or a normal file (passive). Passive files are left alone and passed to browser software, active files are examined for their active status and requirements. Some may require actions to be taken when they are called, some may require server-side applications, the installation of virtual machines, or reserved server-side memory. Some may require polling. A polled Rosetta file requires the server to run the code contained within it every x seconds, or under specific conditions. Rosetta aware servers must examine all files for required Rosetta mediation when they are initially uploaded, and poll all polled files according to their requirements.





Once a Rosetta Aware user has acquired a specific Rosetta Template, they may then push it, subject to permission, to the copy of NetGate or the Rosetta applet of another user, who may then use it. Thus any user can acquire a matching applet (Template) from another user, subject to permissions, and the two users may then interact. The applets (Templates) may be securely paired to permit encryption.





Templates are included, by default, for instant messaging, e-mail, sending and receiving data streams (music, video, videoconferencing, and VoIP), FTPing, anonymous/logged proxy serving, file-sharing, and VNCing.





NetGate and the Rosetta engines will be freeware. A basic set-up regime for permissions would be included in each. Rosetta development packages (a visual RAD for writing code, a GCL RAD, and a Rosetta engine maintenance system) and corporate implementations of the software for large networks would be sold.





Development packages permit the maximisation of additional features within NetGate and the inclusion of Rosetta Awareness in custom applications. Examples include:





-The production of prepared Trusted Public Key Encryption matching between two clients, or between a client and a server, creating a VPN or an alternate 'internet amongst internets'.





-ID and trusted third party proxy payment authorisation.





-Branded and single-site networking.





-The use of hardware keys on USB devices.





-The use of GPS location devices.





-Interaction with PDAs and mobile phones.





-USB, Firewire, Ethernet, IrDA, and RF (ie. Bluetooth) connections.





-Customised industrial hardware access.





Specific third-party supported services such as dynamic spam filtering are assisted using 'tags'. These permit Templates and Rosetta Aware apps. to automatically delegate functions to distant servers using the Rosetta architecture.





Rosetta is the first distributed meta-NOS, intended to bolt-on to networks, and designed contextually, to assist desirable usage, and block undesirable usage of networks (ie. spam, DDoS) at source. Processing of code in a Rosetta Aware file can be undertaken on any Rosetta engine, and any file can request or demand to operate on a specific engine, ie. local, distant, third-party, IP based, or applet-based. A Rosetta engine on a chip would be produced for embedded solutions.





The fundamental trust partnerships that are built between any two users with Rosetta Aware clients, and between the user and their ISP's Rosetta engine, permit any e-mail, message, or other data exchange to be encrypted. 'Address books' on Rosetta systems include key encryption (invisible to the user), and Rosetta engines on ISP servers act as dynamic routing tables, according to permissions, for linking data streaming (ie. video conferencing) from client to client, using e-mail addresses. These are updated when users log on and log off.








